®PUNO 3aasutensa YCTUH OMnuTpuin AHaTONbEBUY

KpaTkoe HamMmeHoBaHue [SL] VPN

MonHoe HauMmeHoBaHue [porpaMMHbI KoMnekc "CpeacTeo 3awmnThbl nHGopMauun "[SL] VPN" co cpenctso
M KpunTorpadunyeckomnm 3awmTbl nHpopmaumm "[SL] VPN" (PB.CEKM.26001)"

Ccbinka Ha pecypc https://securitylab.by/ru/products/vpn
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PanoH npuMmeHeHusa Pecnybnnka benapycb

PerucrpauuoHHbin HoMmep 306

O6wume ceepeHus [SL] VPN - koprnopaTuBHoe pelueHue asist 6esonacHoro yaanéHHoro 4octyna, NoCcTPOeHHO
e no npuHumnam Zero Trust Network Access (ZTNA). NogaepxunsaeT Windows, Linux, macQS, iOS n Android, o
becneymnBaeT 3awmwérHoe VPN-nogknto4eHne, MHOroOhakKTOPHYO ayTeHTUDMKaLWIO, PaCLUMPEHHBIN ayanT 1
MeTPUKUN, rmbkme nonMTnkm 6e30nNacHOCTN N KPUNTOrpadhnyecKyio 3amTy B COOTBETCTBUM C TpeboBaHUAMU
Pecnybnukun benapycb

Cdepa npuMmeHeHua CBA3b N TEJIEKOMMYHUKALUN

HanpaBneHue pa3pa6otkm IHhopMaLoHHas 6e30nacHOCTb

HasHauyeHue [SL] VPN ncnonb3lyeTcs An4: CO34aHNSA 3aLLMWEHHOr0 YAanéHHOro AocTyrna K KopnopaTusHON
MHpacTpyKType Ha npuHumnnax Zero Trust Network Access (ZTNA); obecnevyeHuns 3awmwéHHoro VPN-noakn
toyeHns gnsa Windows, Linux, macOS, iOS, iPadOS, Android n tvOS; npoBeneHus o653aTesibHOM MPOBEPKU MO
b30BaTenNs, YCTPONCTBA M NPUMEHSAEMbIX NONNTUK 6e30NacHOCTM NpU KaX40M NOAKII0YEHNN; LEeHTpan30oBaH
HOro yrnpaBsieHns AOCTYMnoMm, BKAoYasa knmeHTckmm VPN, Site-to-Site VPN, Firewall no CTb 34.101.73-2017, re
06/10KNPOBKY 1 pacnucaHns; obecnedyeHns KpunTorparuyeckom 3alnTbl B COOTBETCTBUM C TpeboBaHnAMU Pe
cny6nukn benapycb

OcHoBHble ¢pyHKUMuM [SL] VPN no3sonseT: obecneymBaTh 3aWMWEHHOE YaanéHHoe noakatovyeHmne ans Wind
ows, Linux, macOS, iOS, iPadOS, Android n tvOS; npumeHATb NpuHUMnbl Zero Trust ¢ NpoBepKon noab3oBaTen
A, YCTPOMNCTBa M MNOAUTUK Be30MacHOCTU NPU KaXKA0M NOAKYEHUN; MOAAEPKUBATb MHOMO(haKTOPHYO ayTe
HTudukauuo (OTP, TOTP, Face ID, Touch ID, Windows Hello); ncnonb3oBaTb cepTUPUKaTbl CTOPOHHUX YA0CTO
BepsAlLWmMX LeHTpoB, Bkato4asa NocCYOK; HacTpauBaTb rmbkmne nonntnkm 6esonacHocTu (reobnoknposka, Tpe
60BaHMA K YCTPOMCTBY, pacnucaHus, Firewall, Proxy); BECTU MOHUTOPWHI 1 ayguUT NOAKJIIOYEHUN C oToBparkeH
MeM Ha KapTe u uHterpaumen c Syslog-konnektopamu; obecrneymBaTb KpMNTOrpaduyecKyo 3anTy C UCNOJb
30BaHMeM anroputmoB 1 Habopos TLS no CTb 34.101.65-2014

Vcnyru rpa>kgaHam:

Vcnyru IopuanvYecKumMm Jimuam:

1. JeaTeNbHOCTb MO TEXHUYECKON U (MAn) KpunTorpauyeckon 3awmnte nHgopmaLmm
2. MNMpepocTassieHne 3anéHHoro yaanédHoro goctyna (VPN) ¢ kpyuntorpadum4eckomn 3awmTon nHpopmMaumm
3. ObecneyeHune knbepbesonacHoCcTun

Vcnyru rocynapCcrtBeHHbIM OpraHamMm:

1. JeaTenbHOCTb MO TEXHUYECKON U (MAn) KpunTorpauyeckon 3awmnte nHgopmaLmm

2. lNMpepocTaBsieHme 3awnéHHoro yaanédHoro goctyna (VPN) ¢ kpuntorpam4eckon 3awmton nHpopMaumm
3. ObecnevyeHune knbepbesonacHoOCTHU

MepeueHb ycnyr ObecnevyeHne KnbepbesonacHOCTU; [EATENBHOCTbL MO TEXHUYECKOW U (M) KpunTorpadguny
€CKOW 3awmnTe nHpopMaumnn; npenocTasieHme 3aneHHoro yganédHoro goctyna (VPN) ¢ kpuntorpaduyec
KOW 3almnTon nHhopmaumn

dddekT oT BHeapeHusa ObecnevyeHne 6e3o0nacHOro yaanéHHoOro AocTyrna K KOprnopaTuUBHbLIM pecypcam Ha n
puHUMnax Zero Trust; 3awWMTa Ka)KAoro nogkao4eHns NnyTéM NpoBEPKM NOJSib30BaTeNs, YCTPONCTBA U NOANTK
K 6@30MacHOCTU; CHUXXEHNE PUCKA HECAHKLMOHUPOBAHHOIO AoCTyna 6narogaps MHOroakToOpHOM ay
TexHonorum paspaborkm React (TypeScript), Go, Rust (Tauri), C++, Kotlin, SwiftUl, Swift

YcnoBusa nocTtaBKM JINLEH3MOHHbBIA JOrOBOp
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JononHuTtenbHble cBeaeHus MNMpoayKT ycrnewHo npowén atrectaumio n umeeT gencTeyowmn CeptudukaTt
cooTBeTCcTBUA Ne BY/112 02.02. TP027 036.01 02921 oT 24 ceHTAbpsa 2026 r., BblAaHHbIN OnepaTuUBHO-aHaAUT
NYecKM LeHTpoM npu MpesunpeHTe Pecnybnukn benapycs.



®dannbl C TEXHUYECKON AOKYMeHTauuen:

1. Onucanune obbvekTa [SL] VPN
HaTta Bknwo4vyeHusa LLP B kaTtanor 09.10.2026
AaTta ucknw4yenuusa UP u3 kKaTanora ---



