®PUNO 3aasutensa YCTUH OMnuTpuin AHaTONbEBUY

KpaTkoe HaumeHoBaHue Wazuh|BY

MonHoe HanMeHoBaHue [MnaThopMa nHhopMaLmnoHHon 6e3onacHocTn "Wazuh|BY Bepcun 4"
Ccbinka Ha pecypc https://securitylab.by/ru/cybersecurity/wazuh
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PanoH npuMmeHeHusa Pecnybnnka benapycb

PerncrpauuvoHHbIih HOMep 288

O6wume ceepeHus Wazuh|BY - 3To loKanmM3oBaHHasa 1 afanTupoBaHHasa nog TpeboBaHMsa 3aKoHO4aTENbCTBA
Pecnybnnkun benapycb cuctema cbopa n 06paboTkun cobbiTuin MHhopMaLUnoHHON Be3onacHOCTM Ha 6a3e Mex
yHapoAHoro open-source peweHua Wazuh

Ccepa npuMmeHeHunsa CBA3b U TEJIEKOMMYHUKaLNN

HanpaBneHue pa3pa6ortkm IHpopMaLoHHas 6e30nacHOCTb

HasHauyeHue Wazuh|BY ncnonb3yercs oas: KOMMAEKCHON 3alnTbl MHPOPMALMOHHbBIX CUCTEM; LEeHTPasn3oBa
HHoOro cbopa 1 aHanusa cobbiTuin 6e3onacHOCTU; obHapy>XxeHns yrpo3 u BTop>xeHnn (HIDS/NIDS); MOHUTOPUHI
a uenoctHocTu annos (FIM); ynpaBaeHNsa ya3BMMOCTAMN C aBTOMaTU4YeCKNUM CKaHMpoBaHneM; obecnedyeHuns

cooTBeTCTBMSA HopMaTmBaM (PCl DSS, GDPR); akTUBHOIo pearmpoBaHnsa Ha MHUWOEHTbI; COOTBETCTBUSA Tpebos
aHWaM 3aKoHopaTenbCcTBa Pecnybnukn benapych

OcHoBHble (pyHKUUM Wazuh|BY no3sonsieT: obHapy>XuBaTb Yyrpo3bl U BTOPXKEHMSA Ha OCHOBE aHasm3a CobbIT

Ui B peasbHOM BpeMEHW; KOHTPOJIMPOBaTb LLEeSIOCTHOCTb (haiioB, KOHOUrypaumin 1 peectpa; aBToMaTUYeCKN
CKaHMPOBaTb CUCTEMY Ha HaNnyune yA3BMMOCTEN; UCMNOJIb30BaTb BCTPOEHHbIE NPOUAN SIS MPOBEPKN COOTBE
TcTBuMA PCI DSS, GDPR; npyHMMaTb Mepbl HA OCHOBaHUW PETPOCMNEKTMBHOINO aHaan3a; ynpasasaTb CUCTEMON Y

epes eAnHY KOHCOJb C HarnaaHbiMu gawbopnamm, KapTamMum yrpos v rpamkamMmm akTUBHOCTU

Vcnyru rpa>kgaHam:

Vcnyru Iopuaon4YecKuMm Jimuam:

1. JeATenbHOCTb MO TEXHNYECKON 1 (Unn) KpunTorpauyeckon 3awmTe nHchopmMaLnum
2. UeHTpanu3soBaHHbIN cbop n 0bpaboTka cobbITiN MHpOPMaLMOHHON 6e30nacHOCTH
3. ObecnevyeHune knbepbesonacHoOCTKU

Ycnyru rocyaapcTBeHHbIM opraHam:

1. [eaTenbHOCTb MO TEXHUYECKON 1 (MAN) KpUnTorpauruyeckon 3awmnte nHgopmaLmm

2. UeHTpanusoBaHHbIN cbop n 0bpaboTka cobbITNN MHpOPMaLMOHHON 6e30nacHOCTH

3. ObecnevyeHune knbepbesonacHoOCTHU

MepeyeHb ycnyr ObecnevyeHne knbepbesonacHOCTW; AEATENLHOCTbL NO TEXHMYECKON U (Man) KpunTorpaduy
eCKowm 3alimTe nHpopMaLumn; LeHTpaan3oBaHHbIn cbop n obpaboTka cobbiTnin MHpOPMaLMOHHON Be3onacHoC
™

3ddekT oT BHeapeHusa ObecnevyeHne KOMMIEKCHOM 3alWmTbl MHPOPMALMOHHbLIX CUCTEM; LIEHTPaIN30BaHHbI
n cbop n aHann3 cobbiTnn 6esonacHoCTN O 06HapPy>KEHNA Yrpo3; MOHUTOPUHI LENOCTHOCTU (PansioB N KOHT
pOJib U3MEHEHUI; COOTBETCTBMNE TpeboBaHMSAM 3akoHogaTeNnbCTBa Pecnybnvku benapycb

TexHonorum paspaborTkm —

YcnoBua noctaBKM JINLEH3VMOHHbBIN JOrOBOP

Hanunumne TectoBoM Bepcum Het

YHIN pa3pabotumuka 192926968

HasBaHue pa3paboTumka O6LeCcTBO C OrpaHNYeHHON OTBETCTBEHHOCTbIO "CekblopnTin J1lab"

TenedoH paspabotumka +375 (44) 714-33-33

E-mail paspaboTuuka info@securitylab.by

JononHuTenbHble cBeaeHus MNpoayKT yCnewHo nNpoLlesn aTTecTaunto n umeeT gencreyowmnin CeptudumkaTr
cooTBeTCcTBUA Ne BY/112 02.01. TP027 036.01 00560 oT 4 Hos6ps 2022 r., BbiAaHHbLIN OnepaTuBHO-aHanuTn4e
CKUM LeHTpoM npu Mpe3naeHTe Pecnybnnkn Benapych

dannbl C TEXHUYECKON AOKYMEeHTauuen:

1. OnucaHve obvekTa_ Wazuh|BY
IDaTta BknwdeHusa LLP B kaTtanor 20.07.2026
AaTta ucknw4yeuusa UP u3 KaTanora ---



