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KpaTkoe HamMmeHoBaHue [SL] SIEM

MonHoe HauMeHoBaHMe [MporpaMMHbIA KoMniekc "CucteMa cbopa n 06paboTkn cobbiTUn NHHOPMALMOHHON
6e3onacHocTun [SL] SIEM Bepcum 1"
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PanoH npuMmeHeHusa Pecnybnnka benapycb

PerucrpauuoHHbin HoOMep 286

O6wume ceepeHus [SL] SIEM - 3To cnctema, KoTopasi NO3BONSET BECTU LIeHTpasIn3oBaHHbI cbop, 0bpaboTky
N XpaHeHune cobbITUN NHGOPMaLIMOHHON 6e30NacHOCTU N3 PasINyHbIX 31eMeHToB UT-MHDpPacTpyKTypbl C BO3
MO>XHOCTbIO MX aHa/M3a 1 KOppesaLnnM Ha OCHOBaAHN NpefyCTaHOBAEHHbIX NpaBu

Ccdepa npuMmeHeHus CBsA3b 1 TEIEKOMMYHUKaLUK

HanpaBneHue pa3pa6ortkum IHdopMaLoHHas 6e30nacHOCTb

HasHauyeHue [SL] SIEM ncnonb3yeTtca ons: LeHTpanamsoBaHHoro cbopa, 06paboTkn n xpaHeHns cobbITUn NHD
OpMaLMOHHON 6e30NacHOCTU N3 Pa3/INYHbIX 3J1eMeHTOB UT-MHPaCTPYKTYpbl; aHaan3a n Koppensaumm cobbitu
N Ha OCHOBaHUM NPeayCTaHOBJIEHHbIX NMPaBu; 3P(PEKTMBHOIO BbISIBJIEHUA YrpoO3, CBOEBPEMEHHOI0 pearnpos
aHWs N paccsiefoBaHUSA MHUMAEHTOB; obecnevyeHnsi COOTBETCTBUSA TpeboBaHMAM 3akoHoAaTeNbCTBa Pecnybnm
kn benapycb B 06nactu nHgopmaumnoHHon 6esonacHoCTu

OcHoBHble ¢pyHKUMM [SL] SIEM no3sonseT: LeHTpaan3oBaHHO cobupaTb COBbITUSA U3 Pa3INYHbIX UICTOYHNKOB
yepes Syslog, Webhooks, Windows-areHTbl, macOS-areHTbl n Kubernetes; HopMannsoBaTb 1 KOppenpoBaTb
cobbITMS Ha OCHOBE NMpeayCTaHOBJIEHHbIX MPaBWi; co34aBaTb COOCTBEHHbIE CLeHapun obHapy >XeHns ¢ MomMoLL,
b0 KOHCTPYKTOpa NpaBua Koppensunn 6e3 HanncaHus koaa; oborawaTb cobbiTua aaHHbIMKU Threat Intelligen
ce ANS BbISIBJIEHUA MHANKATOPOB KOMIMPOMETALMWN; OTCNEXUBATh KJlloYeBblie Noka3aTenn 6e3onacHoOCTY 4Yepes
BCTPOEHHble pawbopabl; ynpaBnaTbe areHTamm Windows n macOS yepe3 eguHbin Beb-MHTEPGENC; paccienos
aTb UHUMAEHTHI C HAa3HAYEeHWEM OTBETCTBEHHbIX N CUCTEMOW CTaTyCOB

Vcnyru rpa>kgaHam:

Vcnyru IopuanvYecKumMm Jimuam:

1. leATeNbHOCTb NO TEXHUYECKON 1 (MNK) KpUNTOrpauyeckon 3awmTe nHchopmMaLnum
2. LeHTpanusoBaHHbIN cbop 1 obpaboTka cobbiTnin nHhopMauMoHHOM 6e30nacHOCTH
3. ObecneyeHune knbepbesonacHoCcTun

Vcnyru rocynapCcrtBeHHbIM OpraHamMm:

1. 0eaTenbHOCTb NO TEXHMUYECKON U (Mn) KpUnTorpahnyeckon 3awmnte nHgopmaLmm

2. UeHTpanu3soBaHHbIN cbop n 0bpaboTka cobbITiN MHpOPMaLMOHHON 6e30nacHOCTU

3. ObecnevyeHune knbepbesonacHoOCTHU

MepeuyeHb ycnyr ObecnevyeHune KnbepbesonacHOCTU; [EATENBHOCTbL MO TEXHUYECKOW U (M) KpunTorpadguny
€CKOI 3alunTe NHPOpPMaLMN; LeHTpPaIn30BaHHbIN cbop n obpaboTka cobbiTnin NHGopMaLMoHHON 6e3onacHocC
™

3d dekT oT BHeapeHua BHegpeHue [SL] SIEM obecnevynBaeT co3paHne eguHoN NaaTPopMbl MOHUTOPUHIa 6
€30MacHOCTU A5 BCeN MHDPACTPYKTYPbI; BbiBSIEHME N pacciefoBaHe UHUNAEHTOB Yepes Koppensaumio cob
bITUN N oboraweHne gaHHbiMM Threat Intelligence; cooTBeTCcTBME TpeboBaHUSAM 3aKOHOAATENLCTBA
TexHonorum paspaborkum GO, React (Typescript), Wasm

YcnoBusa nocTtaBKM JINLEH3VMOHHbBIA JOrOBOP

Hanunume tectoBou Bepcum [a
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dannbl C TEXHUYECKON AOKYMEeHTauuen:

1. OnucaHune obbvekTa_[SL] SIEM
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