®PUNO 3aasutensa YCTUH OMnuTpuin AHaTONbEBUY

KpaTkoe HamMmeHoBaHue [SL] PROXY

MonHoe HauMeHoBaHue [MporpaMmMHoe obecnevyeHune "CnucTtemMa KOHTPOJSA 1 ynpaBaeHUs OOCTYNoM B ceTb U
HTepHeT [SL] PROXY Bepcun 1"

Ccbinka Ha pecypc https://securitylab.by/ru/products/proxy

JloroTun:

[SL] PROXY

YHIM 192926968

HasBaHue 1op.nmua, UM O6wwecTBO C orpaHNYeHHOW OTBETCTBEHHOCTLIO "CekblopuTin J1ab"

TenedoH +375 (44) 714-33-33

PanoH npuMmeHeHusa Pecnybnnka benapycb

PerncrpauuoHHbin HoOMep 285

O6wume ceepeHus [SL] PROXY - 3To cucteMa aHasM3a 1 KOHTPOA TpaduKa, nepenaBaeMoro rno npoTokona
M HTTP, HTTPS 1 SOCKS5, ¢ uenbto BbiABAEHMSA U NpeoTBpaLleHns HapyLweHnin 6e3onacHoCTH

Ccepa npuMmeHeHunsa CBA3b U TEJIEKOMMYHUKaLNN

HanpaBneHue pa3pa6ortkm IHpopMaLoHHas 6e30nacHOCTb

HasHauyeHue [SL] PROXY ucrnonb3yeTcs Ana: OTCeXUBaHUSA aKTUBHOCTU, BbIBAEHUS NHUNAEHTOB N NPUHAT
nsi 060CHOBAHHbLIX pPeLleHNiA C MOMOLL IO BCTPOEHHOW CUCTEMbI XKYPHANMPOBAHUA N OTYETHOCTW; 3aLUNTLI OT H
eCaHKLUMNOHNUPOBaHHOIroO AocTyna n obecneyeHns HafgéXXHoOro pasrpaHnyYeHna npas NocCpeaCcTBOM POEBO MO
nenn n oByxgakTOpHOM ayTEHTUMDUKALNN; YNPOLEHNS HAaCTPOMKN N JaNbHenLWen akcnayaTaunm bnarogaps
WHTYUTUBHO MOHATHOMY MHTepgency n nogaep>xkKe nonab3oBaTeNbCKUX CAUCKOB; obecneyeHns COOTBETCTBUSA
TpeboBaHUsAM 3aKoHOOaTeNbCTBa Pecnybnnkn benapychb B 061acTu nHbopMaLmMoHHoM 6e3onacHOCTH
OcHoBHble ¢pyHKUMM [SL] PROXY no3BosisieT: OCyLLECTBAATb aHan3 U KOHTPOAb Tpaduka HTTP, HTTPS n SO
CKS5; npumeHaTb rubkue npasunia punbTpaumn n ayTeHTUGUKaLmn; NCNosib30BaTb NOSb30BaTeNbCKNE CMNC
Kn gomeHos, IP-agpecos 1 URL; noaknao4aTbCsa K penyTaunoHHbIM (TI) n KaTeropmsaunoHHbIM CrncKaMm; obec
neymsaTb UHTerpaumnto ¢ Active Directory, ICAP, Syslog n Webhook; BecTn getanmsnpoBaHHoOE XXypHaJMpoBaH
ne Tpaduka c hopMnUpoBaHMEM CTAaTUCTUKN U OTHETOB; UCMOJIb30BaTh POJIEBYIO MOLesb [OCTYNa N ABYX(daKT
OPHYI0 ayTEeHTUPUNKaLNIO; NPOBOANTb OHTANH-MOHUTOPUHI KJIIOYEBbIX NOKa3aTenen CUCTEMbI; OCYLLEeCTBAATb
MHTerpaumuio ¢ penyTaunoHHbIM cepBMcOoM Security Lab ana nonyyeHus gaHHbix 06 yrposax, kateropmsaymu
n GeolP

Ycnyru rpaXkpaHaMm:

YCcnyru 1opmuaunydeckuMm avuam:

1. O6ecneveHmne knbepbesonacHoCcTn
2. NeATenbHOCTb N0 TEXHUYECKON N (Mn) KpunTorpaduyeckon 3almTe nHpopmMaumm
3. AHafNN3 N KOHTPOJIb UHTepHeT-TpadurKa

Ycnyru rocypnapcTBeHHbIM OpraHaM:

1. ObecneveHmne knbepbesonacHoCTU

2. leATenbHOCTb N0 TEXHNYECKON 1 (MNn) KpunTorpaduyeckon 3almTe nHpopmMaumm

3. AHa/IN3 U KOHTPOJIb MUHTEPHET-Tpaduka

MepeyveHb ycnyr ObecneveHne kmbepbesonacHOCTW; OEATENBHOCTbL MO TEXHMYECKON U (Man) KpunTorpadpuy
€CKOoW 3alnTe nHOOpPMaumn; aHaanms n KOHTPOJIb UHTEPHET-Tpadunka

3ddekT oT BHeapeHusa ObecnevyeHne BCECTOPOHHEr0 KOHTPOSI MHTEPHET-Tpadrka no npoTtokonam HTTP,
HTTPS un SOCKS5; aganTtauna npasun uibTpaumn n ayTeHTUMKaun noa 3aaym opraHmsannm; onepaTuseH
0€ BbISIB/IEHNE UHUMAEHTOB Ha OCHOBE AETa/IM3MPOBAaHHOIO XXYPHAIMPOBaHUA U OTYETHOCTM

TexHonorum paspaborku Go, React (TypeScript)

YcnoBua noctaBkM JIMLEH3NOHHbIN 4Or0OBOP

Hanunume tectoBou Bepcum [a
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